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Abstract 

Previous studies on the invulnerability of scale-free networks under edge 
attacks supported the conclusion that scale-free networks would be fragile 
under selective attacks. However, these studies are based on qualitative 
methods with obscure definitions on the robustness. This paper therefore 
employs a quantitative method to analyze the invulnerability of the scale- 
free networks, and uses four scale-free networks as the experimental group 
and four random networks as the control group. The experimental results 
show that some scale-free networks are robust under selective edge attacks, 
different to previous studies. Thus, this paper analyzes the difference be- 
tween the experimental results and previous studies, and suggests reasonable 
explanations. 
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1. Introduction 

Previous studies on the invulnerability of scale-free networks suggested 
that the robustness and fragility coexist, i.e., scale-free networks are robust 
under random errors yet fragile under selective node attacks[l|. Later, Holme 
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et al. explored the invulnerability under the edge attacks[2], and concluded 
that scale-free networks are still fragile under selective edge attacks, but much 
more robust than under selective node attacks. 

However, previous studies are based upon an obscure definition of the ro- 
bustness, i.e., the rapid decay of network performance curves. Unfortunately, 
even the complete networks, which are the most robust, can not be thought 
robust, because their network performance curves would also rapidly decay 
under the node attacks. Therefore, it is worth of arguing when judging the 
robustness by the decay rate of network performance curves. 

This paper utilizes a quantitative methodjij], which strictly defines the ro- 
bustness and fragility, to reinvestigate the robustness of scale-free networks 
under edge attacks. Interestingly, the experimental results show that some 
scale- free networks are fragile under selective edge attacks, yet some are unex- 
pected robust. The experimental results are different to previous conclusions. 

To solve the difference, this paper suggests reasonable explanations to 
make the experimental results and previous conclusions consistent. 

2. Results 

Previous studies on the invulnerability of scale-free networks drawn a 
conclusion that scale-free networks are fragile under selective edge attack. 
Because the experiments in these studies commonly utilized the networks 
from the real world or the theoretical models and did not set the control 
group, this kind of case studies can not distinguish the impact of different 
possible factors, therefore, we can not attribute the robustness or fragility to 
the scale-free property. 

Zheng et al.'s theory |4j has demonstrated that the average degree may 
be a factor to the invulnerability of scale-free networks under selective node 
attacks. Therefore, the robustness or fragility of scale-free networks under 
selective edge attacks probably have alterative explanations. To eliminate 
the impacts of the relative factors, we should set the control group so that 
we can focus on the impact of the scale-free property. Therefore, we choose 
four scale-free networks as the experimental group, and generate a random 
network for each of the selected scale-free networks and use these random 
networks as the control group. Every pair of networks have the same node 
number and edge number. By this means, we can eliminate the impact of 
different average degrees. 
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Previous studies did not define the robustness quantitatively, therefore, 
the corresponding conclusions are obscure and arguable. This paper employs 
the I index [i[ to deal with this problem. The employed index defines a 
threshold value to distinguish the robustness and fragility, and it can deal 
with both node and edge attacks and assure the similar results. 

Similar to most previous studies, this paper uses three typical attack 
strategies to explore the robustness of the scale-free networks. 

2.1. The Selected Networks 

We select four scale-free networks as the experimental group, which are 
the CSF compact network^ (denoted as CSF), the CSF non-compact net- 
work (denoted as CSFN), the political book network (denoted as Polbool^0) 
and the protein network [5J (denoted as Protein). The CSF has a center with 
dense links. The CSFN and the Polbook network have community structures. 
As to the average degree value (denoted as D), the CSF and the CSFN are 
larger, the Polbook is medium and the Protein is smaller. 

We generate four random networks as the control group accordingly to 
four scale-free networks in the experimental group. Besides, for each random 
network, we use the name of the corresponding scale-free network with a 
prime symbol to denote it. 

We list the properties of the selected networks and corresponding random 
networks as Table [U 



Table 1: The properties of networks. 



Network 


Node 


Edge 


D 


Compactness 


CSF 


1200 


7079 


11.798 


0.943 


CSF' 


1200 


7079 


11.798 




CSFN 


1200 


6837 


11.395 


0.394 


CSFN' 


1200 


6837 


11.395 




Polbook 


105 


441 


8.4 


0.6971 


Polbook' 


105 


441 


8.4 




Protein 


1458 


1948 


2.67 


0.8463 


Protein' 


1458 


1948 


2.67 





1 This network was edited by Valdis Krebs and was downloaded from MEJ Newman's 
website. 
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2.2. The Invulnerability Index 

Similar to Schneider's R index 0, 0], the I index also uses the area to 
measure the invulnerability, but the / index defines a baseline and uses the 
area above the baseline (meaning robustness) minus the area under the base- 
line (meaning fragility) to measure the invulnerability. Moreover, the I index 
sums the fractions of edges instead of nodes in the largest connected cluster. 

Because the node attacks can be transformed into the edge attacks, it is 
very important to assure that the value of the index under the node attacks 
approximates to the value under the edge attacks. Because the / index is 
based on the fractions of edges, it easily holds such a feature. 

2.3. The Edge Attacks Strategies 

We choose three commonly used edge attack strategies to carry out the 
experiments, i.e., the random edge attack (RnE), the initial-graph degree- 
based edge attack (IDE) and the initial-graph betweenness-based edge attack 
(IBE). RnE means that all edges are treated equally and chosen randomly. 
IDE means that the edges would be removed one by one according to the 
highest edge degrees which are calculated from the initial networks. IBE is 
similar to IDE, but according to the edge betweenness instead of the edge 
degrees. 

We define the edge degree De of the edge e as the product of power of 
the degrees of two ends which is expressed as equation [TJ 

D E (e) = xfxj (1) 

where x,i and Xj are the degree value of the nodes in two ends of the edge 
e. To carry out the experiments, this paper sets zu = 1. 

2.4- The Experimental Results 

The same as to the definitions in 0], this paper uses the number of the 
nodes in the giant components as the normalized network performance s(r), 
which is showed in the vertical axis, and uses the fraction r of removed edges 
shown in the horizontal axis. Thus, this paper shows the performance curves 
of the selected networks as Fig. [TJ 

From Fig. [TJ, we can see that the CSF is the most robust network under 
three attack strategies; moreover, the majority of the performance curves 
locate above the baseline, meaning that this network is robust under three 
attack strategies. Because the CSFN and the Polbook have the community 
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(a) CSF 



(b) CSFN 



(c) Polbook 



(d) Protein 



Figure 1: The results of four selected networks 

structure, they can not resist the IBE attack strategies, i.e., the correspond- 
ing performance curves drops down drastically such that these curves locate 
under the baseline, however, they are quite robust under the RnE and IDE 
attack strategies. The Protein is the most fragile network because the ma- 
jority of the curves locate under the baseline. 

This paper also uses the same attack strategies to the control group. We 
plot the performance curves of the corresponding random networks as Fig. 

El 




(a) CSF' (b) CSFN' (c) Polbook' (d) Protein' 



Figure 2: The results of four random networks responding to the selected networks 

From Fig. [2] we can see that the curves of CSF' is quite similar to that 
of CSF, meaning that both are quite robust. Moreover, the CSFN' and the 
Polbook' are similar to the CSFN and the Polbook under the IDE and RnE 
attack strategies, although the curves under the IBE attack strategies are 
not. As to the Protein', the majority of the curves locate under the baseline, 
meaning that this network is still quite fragile under three attack strategies. 

Notice that all the networks in the control group are the random net- 
works, the experimental results show that some random networks are robust, 
and some are fragile. That is to say, random networks can not be regarded 
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as naturally robust. Because the only difference is the average node degree 
among all these random networks, we attribute the robustness of the ran- 
dom networks to the average node degree. That is, the average node degree 
determines the robustness or fragility of the random networks. 

As to the experimental group, the robustness of the scale-free networks 
depends on not only the average node degree, but also the compactness. 



Comparing Fig. 1(d) with Fig. 1(a), we can see the impact of the average 



node degree. Comparing Fig. 1(b) with Fig. 1(a), we can see the impact 
of the compactness. Although the CSF and the CSFN have approximative 
average node degree, the CSFN can not resist the selective betweenness at- 
tacks. 

Comparing the experimental group with the control group, we can find 
that three scale-free networks are much more fragile than the correspond- 
ing random networks under certain attack strategies, but the CSF has an 
approximative robustness to the corresponding random network under all 
attack strategies. 

To quantitatively demonstrate the results, this paper lists the values of 
the I index as Table |2J 

From Table [21 we can see that the / index values of the CSF approximates 
those of the CSF'. The I\ values of the Protein and Protein' are negative, 
meaning that both are fragile. However, Ii of the Protein' is larger than Ii 
of the Protein. Moreover, the CSFN is the most fragile network under the 
selective betweenness attacks. 



3. Discussion 

The experiments have shown some interesting results. 

First, previous studies concluded that the random networks are robust, 
however, this paper discovers that the robustness or fragility of the random 
networks under the edge attacks are determined by the average node degree. 
That is, according to different average node degree, some random network 
are robust under the edge attacks, and some are fragile. 

Second, previous studies concluded that scale-free networks are fragile 
under the selective edge attacks referring to the robustness of the random 
networks. Because the robustness of the random networks are uncertain 
when regardless of the average node degree, the conclusions on the scale-free 
networks should be uncertain. This paper proves that the performance curves 
of some scale-free networks approximates those of the random networks and 
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Tabic 2: The Invulnerability Index of the networks 



Network 


oTjicicegy 


Invulnerability Index 


I0.2 


Io.5 


Io.7 


Ii 


CSF 


IDE 


0.0199 


0.1203 


0.2264 


0.3385 


IBE 


0.0200 


0.1230 


0.2375 


0.3592 


RnE 


0.0200 


0.1243 


0.2390 


0.3594 


CSF' 


IDE 


0.0200 


0.1225 


0.2262 


0.3408 


IBE 


0.0198 


0.1205 


0.2279 


0.3452 


RnE 


0.0200 


0.1250 


0.2435 


0.3621 


CSFN 


IDE 


0.0196 


0.1202 


0.2249 


0.3245 


IBE 


0.1252 


-0.2479 


-0.2811 


-0.2817 


RnE 


0.0197 


0.1237 


0.2431 


0.3596 


CSFN' 


IDE 


0.0200 


0.1219 


0.2259 


0.3405 


IBE 


0.0199 


0.1207 


0.2243 


0.3322 


RnE 


0.0200 


0.1250 


0.2384 


0.2886 


PolBook 


IDE 


0.0184 


0.1250 


0.2346 


0.2595 


IBE 


0.0169 


-0.0503 


-0.0790 


-0.1160 


RnE 


0.0184 


0.1231 


0.2337 


0.2772 


PolBook' 


IDE 


0.0184 


0.1234 


0.2261 


0.3208 


IBE 


0.0184 


0.1234 


0.2259 


0.2928 


RnE 


0.0184 


0.1249 


0.2388 


0.3198 


Protein 


IDE 


0.0066 


-0.0903 


-0.1679 


-0.2118 


IBE 


-0.0062 


-0.1228 


-0.1959 


-0.2348 


RnE 


0.0002 


-0.0053 


-0.0791 


-0.0634 


Protein' 


IDE 


0.0170 


-0.0463 


-0.1239 


-0.1680 


IBE 


0.0134 


-0.0030 


-0.0775 


-0.1213 


RnE 


0.0114 


0.0198 


-0.0504 


-0.0938 
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the majority of the curves locate above the baseline, therefore, they should 
be robust. Furthermore, the robustness of scale-free networks under edge 
attacks depends on the average node degree and the compactness. 

Third, the studies on the node attacks relate to the studies on the edge 
attacks. The node attack strategies can be transferred into the edge attack 
strategies, meanwhile, some edge attacks strategies can also be transferred 
into the node attack strategies. Therefore, the conclusions on the edge at- 
tacks must be compatible of the conclusions on the node attacks^. Here we 
have illustrated that some scale-free networks are robust under selective edge 
attacks. Noticing that the employed selective edge attacks can be transferred 
into the node attacks, hence some scale-free networks should be robust under 
selective node attacks. Zheng et al. have proved that the scale-free networks 
would be fragile under the selective node attacks without the consideration 
of the attack costs, but could be robust with the consideration of the attack 
costs[4]. That is, the consideration of the attack costs affects the invulner- 
ability of the scale-free networks under the node attacks. Their conclusions 
are similar to the conclusions in this paper, actually, the attack costs can be 
regarded as a functions of the edge degree. Therefore, previous studies on 
the node attacks can be reasonably explained. Above all, the invulnerability 
of scale-free networks are not determined only by the scale-free property. 

4. Conclusion 

This paper quantitatively analyzed the robustness of the scale-free net- 
works under the edge attacks. The experimental results showed some random 
networks are fragile under the edge attacks, therefore they can not be taken 
for granted robust. Because random networks are not certainly robust, the 
robustness of scale-free networks are uncertain. The experimental results 
also show that some scale-free networks are fragile under selective edge at- 
tacks, similar to previous studies, but some are robust, different to previous 
studies. By analysis, this paper indicated that the invulnerability of random 
networks depends on the average node degree; as to scale-free networks, not 
only the average node degree, but also the compactness are main factors. 
Finally, this paper reasonably explained previous studies on node and edge 
attacks. 
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